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It was a beautiful Monday morning as April ran around her house getting ready for work. 

She went outside to get her paper and was shocked as she read the headline “Clark 

Aeronautics Called for Senate Hearing”. That had been a distinct possibility following the 

system hack that had infected the CFO’s laptop with Locky ransomware (Ducklin, 2016). 

The entire organizations defense contractors’ information was held for a 20,000 bitcoin 

payoff  (one bitcoin is worth $400, this equaled $8,000,000); and now they would have to 

answer for any possible security issues regarding their defense contracts and the security 

of  that information. “This beautiful day has just gone sour”, April said out loud. As she 

rushed out to work for what she was convinced would be one of  the worst days of  her life, 

she really wished she could find a way to not be the CIO today. 

Before she had even arrived at her office, she had received a call from the CEO’s 

executive admin, “requesting” she attend an emergency meeting at 9 am, regarding the 

upcoming hearing. She arrived harried and uncertain, the CEO had not been willing to 

support additional training and resources to change the RSA SecurID tokens to another 

type of  security from a different company. April had requested it after Roy, their CISO, had 

continued to badger her about the security risks they would possibly encounter, since the 

RSA Security, SecurID authentication token, which was used as a form of  Two-Factor 

Authentication (2FA) by Clark Aeronautics employees (Carr, 2011), had been compromised

Within 8 weeks of  that breach, an effective spear phishing email, targeting many top 

executives, was opened and the attachment clicked on by the CFO, Frank Henry. He was an 

intelligent and astute man who had been fooled by a very authentic looking email, by 

hacktivists who wanted to exploit the corporations need to protect their defense contracts. 

Locky ransomware not only renamed all of  the files, it scrambled them so that they could 

not be recovered without a decryption key (Ducklin, 2016). Roy was sure that the cyber-

criminals were using the attacks to remove other “secret” information to sell, but until the 

ransomware issue had been cleared, they couldn’t be sure.

KEY FACTS

One fortunate thing had saved April and possibly Roy, from 

being fired. Roy had been able to convince April to invest in 

protecting the systems and data through some very strategic 

security technology updates. They had comprehensive 

backups and were able to eradicate the ransomware and 

reinstall their backed up data, without paying. But now, they 

would answer at a senate hearing for the botched security.

LESSONS LEARNED

 Present a united front -- It is imperative to instigate 

meetings with the CISO, IT, and executives of  each 

business unit to identify critical information assets, in 

order to become proactive, versus reactive. 

Agree on a direction as a team --Analyze the risk and 

prioritize the assets, it is never too late to do what’s 

right. Using the 80/20 rule, create a priority list. By 

considering the reputation impact, regulatory issues and 

customer impact in conjunction with the legal exposure, 

prioritize appropriately and present confidently to the 

regulatory body and customers

Move quickly and decisively -- To encourage confidence 

for  customers, the organization, and to address 

regulatory compliance. Evaluate current levels of  

protection and based on differentiated protections, 

transition to implementation


